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Security Information and Event Management (SIEM) solutions use rules and statistical correlations to
turn log entries, and events from security systems, into actionable information.
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Detect Threats Manage Incident Perform Forensic Audits for Compliance
in Real Time Response Investigation Purposes

What are SIEMs Used For....? |

anll v @ Y= @
r N = =
o - @ =
L Aj -
Security Advanced Threat Forensics and Compliance Reporting
Monitoring Detection Incident Response and Auditing
How SIEM Works....?
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Data Data Policies Data Consolidation
Collection Storage and Rules and Correlation
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CLOUD SECURITY CYBER THREAT INSIDER THREAT DATA EXFILTRATION
Security Monitoring of Organizations face several Turn-key Insider Proactive Data
Cloud Platform and threats directed towards their Threat Detection and Loss Prevention
Cloud Applications IT infrastructure Management Platform
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FRAUD PREVENTION  APPLICATION SECURITY IDENTITY ACCESS

Uncovering Fraud Threat and Risk Bringing Focus and
Using Security Monitoring of Key Effectiveness to |IAM
Analytics Approach Enterprise Applications
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PRIVILEGED ACCOUNTS

Monitoring the Keys
to the Kingdom
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Easily manage network security complexity with aiISIEM™.

SoC Analysts

Compliance and Reporting
(NIST, HIPAA, PCI DSS, GDPR, SOX, FINRA, etc.)

Ransomware Malicious Insider jl APTs M Unknown Vulnerability ':Bruteforce | Spear Phishing | |Shadow [T
1 T Mistakes

Unknown

[ Malware W compromised | Data/IP W known 0S, Apps, i} Volume-based  Apps Exploit
; of Insider | Exfiltration | Firmware etc, || Attacks
e UEBA Applications

‘ Layer Attacks

Al Social Engineering '.

INBAD

Anti-Virus Mobile Work Stations

Next Generation Firewall

" Unknown " "Pl'ivi\ege Misuse :
Zero-Day " : Protocols Attacks |

Cyberattack Vectors
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, ~ Asset Discovery
------------------------- - » Active & Passive Network Scanning

SIEM

» Log Management

» OTX threat data

% SIEM Event Correlation
» Incident Response

I 3 ! > Asset Inventory
» Software Inventory

Network Behavioral \Q}Ingrabll:/’t BII As;essment
6 i ontinuous Vulnerability

Monitoring | " i Monitoring

» Netflow Analysis 4 » Authenticated /

» Service Availability Monitoring Unauthenticated Active Scanning

_______

» Remediation Verification

Intrusion Detection "
» Network IDS :
» Host IDS

» File Integrity Monitoring

Unified, Essential Security Controls
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Get the SIEM You Always Wanted

Unlimited Storage. Advanced Analytics. Automated Response.

Unified Security Management (USM) Platform

A single platform for simplified, accelerated threat p
detection, incident response & policy compliance P ¥

Seceon Labs Threat Intelligence %

<
Actionable information about malicious actors, ‘ Network °>
their tools, infrastructure and methods, P,

Monitoring

automatically updated into the USM platform

Open Threat Exchange @ Vulneeability

Intrusion Assessment

The world's largest repository of threat Detection Discovery Management
data provides a continuous view of real |
time malicious activity \ Unified Security Management”™

Platform
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Spend Your Time Responding to Threats, not Researching Them.
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Automatically Detect and
Prioritize Threats Through: ——

» Correlation Directives

» Network IDS Signatures T T O TR
> Host IDS Signatures i 4
: . X telli %
» Asset Discovery Signatures e . ea'ﬁ\“ S0 °”e¢9
@,
» Vulnerability Assessment Signatures O %,.
-

> Reporting Modules
» Incident Response Templates
» Data Source Plug-Ins

Unified Security Management"
Platform
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o ThreatFeeds o.......

<V > : ; APE Multi-stage Alert refinement
TR0 EventAppt ......: \ : :

“““ : ; \ ' Dynamic Threat Models

WPt Processes Data : m Windowed Correlations

z.; User Data @cvsans n Fast Big Data Engine

: . - CCE-1 b De-duplication

*? Flow Data e : Ei:,:‘("::n ML - User Behavioral
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: Sampling [ ; Mutlti-factor Scoring
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~ : ; Remediation Multl Data Source Real-time

- processing
% SIEMs °

Ensemble of loCdetection
methods

CCE - Control and Collection Engine APE - Analytics and Policy Engine

Welighted actions

Collects inputs from variety of sources. Threat Models based on User Behavioral
Extracts key meta data and sends Analytics and Machine Learning

User Feedback Integration
refined input to APE Fast Big Data Engine
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» The world's first truly open threat
intelligence community that enables
collaborative defense with actionable,

community-powered threat data st iy v ik A iiest @ Zo
‘ r X
o L [ i 1 6 5 .‘?
» With more than 37,000 participants oy e S ew
in 140+ countries ” v o — o~
o e @9 & &
- D) OEED 0
» And more than 3 million threat - aHe e e
indicators contributed daily § : s
S c\ntelligen . X
é ¥ g € 3
» Enables security professionals to T
share threat data and benefit from
data shared by others ehaviorsl
» Integrated with the USM platform to
alert you when known bad actors are - A vaeraiy
communicating with your systems Detection By Marsgerment

Unified Security Management™
Platform
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Improve Your Security

Posture With aiSIEM™

"hreat Management Benefits

W LS, O, </ @ @

Near Real Integrate Remediation Stop Breaches KB stays with OTM Data Visualization No Customization Actionable
Time Protection with FW/AD in Minutes not with LO-L3, SMEs 0O0TB Required Alerts

No Additional Learning Curve Reduce SaaS Model, Resilient Architecture, Reduced Protect Private/
Special Skills Required is Small Training OpEx  Subscription Based Pricing  Scale Horizontally Upfront Capex Hybrid Clouds
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SCALABLE STREAM PROCESSING wvvvvver: @ R @ -+ REAL-TIME ANALYTICS
MULTI PETABYTE STORAGE < o S . U ........... TREND DETECTION

INTERACTIVE QUERY ........ easte N/ \ N\ O= PREDICTIONS
SEARCH CASSANDRA

REDIS

FAST DATA REAL-TIME

STREAM CYBER DEFENSE

UNSTRUCTURED DATA ........ o N VU B e [o = I Y AN .......... ADVANCED CORRELATION

FLEXIBLE COMPUTE oo @ [ I ™ g @ - oo MACHINE LEARNING

REAL-TIME SEARCH v @ R @ -+ s eesesees APPLICATIONS AND REPORTS
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PCAP [—] Analytics and Policy Engine > Des'gnEd for MSSP
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Collection Control Er& e 1] ALERT Manager =
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Feature Extraction Malicious Site Access 10008 o Seceon 2 i . Modeling > BEhaVIOr AnalytICS
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: oo " » Threat Models (>25)
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e . » Dynamic Thresholds
CCEln)
Policy Ungine "
. EE= » Scale out architecture
Feature Extraction = i ' MLCCE AP . )
\ )6 PP ———— » Support for multi-cloud environment
( I i I ] _ » Wrap-around solution
DS DS
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REAL-TIME DETECTION
USING ONLINE ALGORITHMS

Feature Enginering ® Combinatorial Actions
""""" Network Traffic - T [t iy ® Higher weight on recent

actions
® Proprietary Feature
AAA
(Authentication,
Authorization, Accounting)

ACTORS

Applications - Network

Transformation)

Engineering
® Proprietary Correlation
® User feedback integration
® New Threat Detection in

Devices (FW.
Routers etc)

real-time
Catalog : semi supervised and ) \ /
unsupervised algorithms
Classes : Behavioral, Anamoly detection, |***""™eremmeemeess ML and Al Engine in
threat Specific Big Data Framework
Types: Time series, RPCA, Decision Trees, goseesssasacsee
Graph Bases Ensemble, CIassnﬁfattm ) FOCUS ON ACTIONABLE
OUTCOMES (E.G. SPECIFIC
HOST WAS COMPROMISED
a AT A SPECIFIC TIME)
' ‘ ‘ ------------------------- - .
. Real Time

Actionable Outcomes

Cassandra Elastisearch
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Cyber Intelligence in a Box

Detect and respond to attacks.quickly

without an army of analysts Threat  Detect Respond

3 reasons why you want to Integrate Breach Detection into a SIEM solution

~ Suspicious Network Trafic

Intelligence - Recogzine Threat Patterns

Monitoring and Alerting Mechanism

S

g Malware Intelligence Labs !‘; Non-Intrusive Eﬂ GDPR Regulations
'@ Engine-detecting New - Unseen Threats ‘ OS Independent s Network Egress Monitoring

== Security of Employee -
W%/ Owned Devices

BB Integrate with Existing Security Systems

Reducing costs in Technical Support

Plug-and-Play Data Retention - Analyse Traffic E STIX/TAXII Support
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24/7 Monitoring and Management of
F-Secure Environment Activity

;? Guaranteed service levels, backup success ﬁ Updates, upgrades, and plans for expansion/
L.>.J and critical restore response time IS, capacity growth in your IT environment
O o e
e
IS yi:
°

Save Remove the burden of Minimize Focus IT on strategic
Time & Money backup operations staffing issues business priorities

P — S — ~
A g 9O OB E E

Firewall IPsec VPN Intrusion Prevention (IPS)  Antivirus  Anti-Spam  URL Filtering  Auto Logging & Reporting  Security Updates
a Services ~
I I
E .
/\ L
. We are the Leader for 5 & g
i - . |
n Mﬂﬂﬂg@d SECU l’lty SEI’VICES Advanced Threat Security Management Security Vulnerability g
I Services & Orchestration Monitoring Management

T o mn e EE S S EE S S B EEE EE G B S S G S S S S S S S G S S S S B S S S S S S S EE S S S EE S S S B S S S En S S S EEn S S G B ma S S B S S G S S e e e e s S e e e s

€ www.xcellhost.cloud sales@xcellhost.cloud (O +91-8657414121




XcellSecure | Managed Security Services

Extend Your Team with Cyber Security Experts

! 55 : Leverage the power of Xcell[Host Managed Security Services for continual threat monitoring
U and customized guidance 24x7.

Flexible Coverage at a Predictable Cost

| @—____.-' ! XcellHost Managed Security Services offers a predictable subscription-based
y - cost structure to provide continual, real-time monitoring across your security environment.

/. Accelerate Detection and Response

r’ i \ ‘.
| \Q | Threat visibility across your environment and benefit from XcellHost global infrastructure,
R - big data analytics, and integrated threat intelligence services.

/7 Minimize Business Risk

| iDE 3 . : . ,
v /® ; XcellHost Managed Security Services helps to determine which events are most dangerous
.___.~~ and critical to your organization

Security Leadership Scalability Expertise

We are the ¢ _ Analyze 30+ million logs daily Designated teams 100% GIAC
Leaders for 20+ 1ing SL 0 escalate 400+ severe security Certified Intrusion Analysts
consecutive years j SCE incidents daily customized service

Version 01/2018/ME/CP/MS
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Firewalls (Auto Remediation)

FiERTINET. SONICWALL #B palo

@gcchGuard”

Email Security

mimecast' ] Office 365

Partner

& Check Point SOPHOS c¢isco

NNNNNNNN

End Point Security

'
F-Secure. Q¥

DLP PROXY

[ Forcepoint (V' Symantec. @5 zscaler

N\ CROWDSTRIKE

WAF

IMPERVA
INCAPSULA cLOUDFLARE

mll \icrosoft ramazon () AlibabaCloud

UEBA Public Cloud
Bl Azure @ webservices

f@j Data Resolve

Other Security Tools

TUMcAfee pAPIDy) SECLORE

Together is power.

malte @) 1reno. oktal

and many more....
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<. eINDIA  eDUBAI *SINGAPORE

Global Reach - Personal Touch
209, Laxmi Plaza, Bldg. No. 9
Laxmi Industrial Estate,
Andheri (W), Mumbai - 400053
MAHARASHTRA, INDIA

@ +91=22-67111555
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